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1. ZFEH7 & samba

ZEAM, KAYIKEA selinux

yum update -y
yum install samba samba-client samba-winbind krb5-server krb5-workstation samba-winbind-
clients -y

2. BXRBEXSF



B & /etc/samba/smb.con

[global]
workgroup = FREETEST #IEE L HT netbios &7
security = ads #75& samba 49T 1E/Zzl

winbind use default domain = no
password server = 10.10.9.86 #15F S H A UELIIR 781 T A 1 5
realm = FREETEST.COM ##5E AD B F&

EZ & /etc/krb5.conf, XET=EX D A/NE

[logging]

default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log

[libdefaults]

dns_lookup_realm = false

dns_lookup_kdc = true

default_realm = FREETEST.COM H#HIETAD
default_ccache_name = KEYRING:persistent:%{uid}

[realms]

FREETEST.COM = {
kdc=10.10.9.86:88 #IELGF 2 kde JRZF78 R % 0
admin_server = 10.10.9.86:749 #IE E TR B s O
default_domain = freetest.com

}

[domain_realm]
.freetest.com = FREETEST.COM
freetest.com = FREETEST.COM

[kdc]
profile =/var/kerberos/krb5kdc/kdc.conf




Y48 /etc/nsswich.conf, Z£ N 547K E 0 “winbind”

passwd:  files sss winbind
shadow: files sss winbind
group: files sss winbind
protocols: files sss winbind
services: files sss winbind

netgroup: files sss winbind

automount: files sss winbind

# samba #1 winbind [RZIEE A FIEEN, AEERRSES.

systemct! enable smb
systemct! enable winbind

3. samba A A



= AEE samba SEREEE M, AIAEIENR .

kinit user@FREETEST.COM ~ #1 Z 8K T, TN /T 1R [E125 R0 B X 5 1%
net ads join —U user #IIN Lo

systemctl restart smb #E 5 smb
systemctl restart winbind #2 /5 winbind
wbinfo -u #EE 1

wbinfo -a user%password  # i TAUE, RIGEEN T 1CHRAEL].

challenge/response password authentication succeeded

4, JHE NTLM 2A 4F

ntlm_auth --request-nt-key --domain=FREETEST --username=user
NT_STATUS_OK: The operation completed successfully. #7222 F #F

[ntim J& windows IR 85% R E 7720

5. &2var/lib/samba/winbindd_privileged #74%

usermod —G wbpriv radiusd

= . %% FreeRadius, FFE AR E Nt

1. & freeradius



yum install freeradius freeradius-utils freeradius-ldap -y

2. Zi#etc/raddb/clients.conf, &N ZF 07

client AC{
ipaddr = * #HEXE P IP i, *ZerE& IP H4f
secret = testing123  # R ERLZZ
shortname = AC #I%Z B i I K375 7

}

3. Zw#Hletc/raddblusers , ZHEEHH L4 RIEHS

testing Cleartext-Password := "testing"

=2 ek Y U

firewall-cmd --zone=public --add-port=1812/udp —permanent
firewall-cmd --zone=public --add-port=1813/udp --permanent
firewall-cmd —reload

radius -X # f debugging 2L F /S radius fRZF



https://wiki.freeradius.org/config/Users

testing testing localhost O testing123 # % — testing 2/ 7%, 2 __ testing ZZ45,
testing123 & g X 1EHI R Z &S, ZA T 37 ZL M AL)
Sent Access-Request Id 48 from 0.0.0.0:44835 to 127.0.0.1:1812 length 77
User-Name = "testing"
User-Password = "testing"
NAS-IP-Address = 127.0.0.1
NAS-Port =0
Message-Authenticator = 0x00
Cleartext-Password = "testing"
Received Access-Accept Id 48 from 127.0.0.1:1812 to 0.0.0.0:0 length 20

9 . eduroam NEARE
1. ZEMWHHE
FIHH wpa_supplicant FHI—T.HA eapol test HFEM R eduroam ZFEH
.

yum groupinstall “Development Tools”
yum install git openssl -devel pkgconfig libn13-devel

2. RESEHRE A
&/ etc/raddb/sites-available H3® F#& eduroam X1k,



operator_name = "freetest.com"
server eduroam {

listen {
type = "auth"
ipaddr = *
port=0
}
listen {
type = "acct"
ipaddr = *
port =0
}
authorize {
split_username_nai #5EH 5 Ft# 5
if (noop || !&Stripped-User-Domain) {
reject
}

if (Stripped-User-Domain != "S{operator_name}") {
update {
control:Load-Balance-Key := &Calling-Station-1D
control:Proxy-To-Realm :='eduroam_flr’
#request:Operator-Name, &% fir 1591558, /HF debugging
request:Operator-Name := "S{operator_name}"

}
return
}
suffix
eap
}
authenticate {
eap




preacct {
suffix

accounting {
detail
exec
attr_filter.accounting_response
}
post-auth {

Post-Auth-Type REJECT {

attr_filter.access_reject

reply_log
}
}
pre-proxy {
if("%{Packet-Type}" != "Accounting-Request") {
attr_filter.pre-proxy
}
}

post-proxy {
attr_filter.post-proxy

3. P& eudroam HIPIBIN RS 55
A/ etc/raddb/sites-available H3® F#& eduroa-inner—tunnel X 1F.



server eduroam-inner-tunnel {
authorize {
split_username_nai
if (noop || (&Stripped-User-Domain && \
(&outer.Stripped-User-Domain != &Stripped-User-Domain))) {
reject
}
update {
&outer.session-state:Stripped-User-Name := &Stripped-User-Name

auth_log
eap

files
mschap

pap

authenticate {
Auth-Type PAP {
pap
}
Auth-Type MS-CHAP {
mschap
}
mschap
eap
ntlm_auth

}

post-auth {

reply_log
Post-Auth-Type REJECT {

reply_log




4. B & FAP fl mschap
&/ etc/raddb/mods-available/; PFZE& eap ] mschap X fF

eap {
default_eap_type = peap

timer_expire =60

max_sessions = ${max_requests}

tls-config tls-common {
private_key_password = 123456
private_key_file = S{certdir}/server.pem
certificate_file = ${certdir}/server.pem

ca_file = S{cadir}/ca.pem

fragment_size = 1000

}

tls {
tls = tls-common

}

peap {
tls = tls-common
default_eap_type = mschapv2
virtual_server = "eduroam-inner-tunnel"

}

mschapv?2 {

}

15240 & mschap



ntlm_auth = "/usr/bin/ntlm_auth --request-nt-key --username=%{%{Stripped-User-
Name}:-%{%{User-Name}:-None}} --challenge=%{%{mschap:Challenge}:-00} --nt-
response=%{%{mschap:NT-Response}:-00}--domain=%{%{mschap:NT-Domain}:-
FREETEST}"

5. proxy. conf &
£/ etc/raddb/proxy. conf FHIE

home_server antarctica-flr-1 {

type = auth+acct
ipaddr =10.21.3.253
port =1812
secret = testing123
}
home_server_pool EDUROAM {
type = fail-over
home_server = antarctica-flr-1
}
realm eduroam_flr {
nostrip
auth_pool = EDUROAM
}

6. B E ntlm auth
I/ etc/raddb/mods—-enabled/ntim auth, 24T

exec ntlm_auth {

wait = yes

program = "/usr/bin/ntlm_auth --request-nt-key --domain=MYDOMAIN --
username=%{mschap:User-Name} --password=%{User-Password}"

}




7. BUMEEE

In —s /etc/raddb/sites-available/eduroam /etc/raddb/sites-enable/eduroam

In —s /etc/raddb/sites-available/eduroam-inner-tunnel /etc/raddb/sites-enable/eduroam-inner-
tunnel

8. IEZE/ 4

client AC{
ipaddr = * #EXE i IP L, *Fer (L IP Hitf
secret = testing123 ~ # z)zE R Z &5
shortname = AC KE ngﬁfﬁﬁfif*g #

virtual_server = eduroam #1%8 & /E#W RS

9. P& peap-mschap Wil f#

# eapol_test -c peap-mschap.conf -s testing123
network={
ssid="example"
key_mgmt=WPA-EAP
eap=PEAP
identity="francisco@freetest.com"
anonymous_identity="francisco@freetest.com"
password="ITSM@1234"
phase2="autheap=MSCHAPV2"

14T eapol_test —c peap-mschap.conf —s testing123 1 [E] MK 5% If7 .



FH . EH T LDAP-Group 7S VLAN BY eduroam B & & 57
1. /etc/raddb/sites-available/eduroam T}

eduroam_default_guest_vlan ="2156" #% 1 vlan
eduroam_default_local_vlan ="2166"  #ZAHilk-= vlan
post-auth {
update reply {

Tunnel-Type := VLAN
Tunnel-Medium-Type := IEEE-802
}

if (&control:Proxy-To-Realm) {
update reply {
Tunnel-Private-Group-ID = ${eduroam_default_guest_vlan}

}
if (LDAP-Group == "cn=PAST,dc=freetest,dc=com") {
update reply {

Tunnel-Private-Group-ID = ${eduroam_default_local_vlan}

}
if (LDAP-Group !="cn=PAST,dc=freetest,dc=com" && Stripped-User-
Domain == "S{operator_name}") {

reject
}  #7R7E LDAP-Group HE B4,

if (&session-state:Stripped-User-Name) {
update reply {
User-Name := "%{session-state:Stripped-User-
Name}@%{Stripped-User-Domain}"

}

Post-Auth-Type REJECT {
attr_filter.access_reject

reply_log




2. ldap BEE X 1EEH

Idap {
server ='10.10.9.86' #LDAP FR%588, AD HURSHBEESHEE =4S
port = 389

identity = 'cn=admin,ou=IT,dc=freetest,dc=com' #%1% LDAP {IETERAMK S, 5L
password = password

base_dn = 'dc=freetest,dc=com’

user {
base_dn ="${..base_dn}"

filter = "(samaccountname=%{%{Stripped-User-Name}:-%{User-Name}})"

group {
base_dn ="${..base_dn}"
membership_filter = "(| (member=%{control:Ldap-UserDn})(memberUid=%{%{Stripped-
User-Name}:-%{User-Name}}))"
membership_attribute = 'memberOf'

3. AD B E



- = 40 XK 7] LR TER

 Active Directory AFIITENL|| g% =R fi=3%a
FiraEE 17 Builtin builtinDomain
v 1 freetest.com ] Computers 88 Default container for | PAST Bt ? X
Builtin 51 Domain Co... IR Default container for
s RES =T BE
Computers | ForeignSec.. =8 Default container for R S ]
I D C S E
omain cmt-ro ers | o .
ForeignSecurityPrincipi| . e . AFM):
Managed S... S8 Default container for .
3l IT STAFE i e=4 4 Active Directory BERSIHE=
Managed Service Acce e L Y Alex freetest.com/STAFF
STAFE Users =EE Default container for 2‘ =
= B ™~ Jessica freetest.com/IT
N P=r=Eliy} /
Users 21 WEB BRB
5] WEB R thank =28 - 25
& pasT #=248 - 28
BED... L)
B

get—adgroup PA

DC=f1




dministrator> Get—-ADGroupMember PAST

TAFE, DC=fre

4. FHWFEFIKS, AIKS, FLHKS

WK R, 24/ francisco@freetest. com JiRAT, BIAAHE PASTHE, #HE
4,


mailto:当用francisco@freetest.com

(9) Performing search in "cn=PAST,dc=freetest,dc=com" with filter

"(| (member=CN\3dfrancisco\2cOU\3dWEB\2cDC\3dfreetest\2cDC\3dcom)(memberUid=francisco))
", scope "sub"

(9) Waiting for search result...

(9)  Search returned no results

(9) Checking user object's memberOf attributes

(9)  Performing unfiltered search in "CN=francisco,0OU=WEB,DC=freetest,DC=com", scope "base"
(9)  Waiting for search result...

(9) No group membership attribute(s) found in user object

rim_ldap (Idap): Released connection (1)

(9) Useris not a member of "cn=PAST,dc=freetest,dc=com"

(9) if (LDAP-Group !="cn=PAST,dc=freetest,dc=com" && Stripped-User-Domain ==
"freetest.com" ) ->TRUE

(9) if (LDAP-Group !="cn=PAST,dc=freetest,dc=com" && Stripped-User-Domain ==
"freetest.com" ) {

(9)  [reject] =reject

(9) }#if (LDAP-Group !="cn=PAST,dc=freetest,dc=com" && Stripped-User-Domain ==
"freetest.com" ) =reject

(9) }# post-auth = reject

25 /H Alex@freetest. com WS, BIAHE PAST A2E, #HI2) 2166 393 VLAN.


mailto:当用Alex@freetest.com

Details Identity IPv4 IPv6 @ Security |

Security | WPA & WPA2 Enterprise

Authentication | Protected EAP (PEAP)

-

Anonymous identity | EYISTCI T e TRe T

CA certificate (None)

No CA certificate is required

PEAP version ] Automatic

Inner authentication [ MSCHAPV2

Username (Alex@freetest.com

Password | ssseseees

"1 Show password



Performing search in "cn=PAST,dc=freetest,dc=com" with filter
"(](member=CN\3dAlex\2cOU\3dSTAFF\2cDC\3dfreetest\2cDC\3dcom)(memberUid=Alex))", scope
"sub"

(9)  Waiting for search result...

(9) User found in group object "cn=PAST,dc=freetest,dc=com"

rim_ldap (Idap): Deleting connection (0)

Need 6 more connections to reach 10 spares

rim_Idap (Idap): Opening additional connection (5), 1 of 28 pending slots used
rim_ldap (Idap): Connecting to Idap://10.10.9.86:389

TLSMC: MozNSS compatibility interception begins.

tlsmc_convert: INFO: cannot open the NSS DB, expecting PEM configuration is present.
tlsmc_intercept_initialization: INFO: successfully intercepted TLS initialization. Continuing with
OpenSSL only.

TLSMC: MozNSS compatibility interception ends.

rim_Idap (Idap): Waiting for bind result...

rim_Idap (Idap): Bind successful

(9) if (LDAP-Group == "cn=PAST,dc=freetest,dc=com") -> TRUE

(9) if (LDAP-Group == "cn=PAST,dc=freetest,dc=com") {

(9) update reply {

(9) Tunnel-Private-Group-ID = 2166

9 1}

24/H testfs@cubk. edu. cn WL, B AXA/ET freetest. com B, [&TE/ MK
£, 4 EEF) 2156 5485 VLAN.


mailto:当用testfs@cuhk.edu.cn测试时，因为这不属于freetest.com

(12) # Executing section post-auth from file /etc/raddb/sites-enabled/eduroam
(12) post-auth {

(12) update reply {

(12)  Tunnel-Type := VLAN

(12)  Tunnel-Medium-Type := IEEE-802
(12) }# update reply = noop

(12) if (&control:Proxy-To-Realm) {

(12) if (&control:Proxy-To-Realm) -> TRUE
(12) if (&control:Proxy-To-Realm) {

(12)  update reply {

(12) Tunnel-Private-Group-ID = 2156

(12) 1}
N . BENY
eduroam B AR ESEHEE

https://wiki.freeradius.org/guide/eduroam

eduroam samba JNHECE :

https://wiki.freeradius.org/guide/FreeRADIUS-Active-Directory-Integration-HOWTO
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