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Procedure for Windows 10

1. In Window 10 — o

5% NETWORK & INTERNET Find a setting

Wi-Fi L
e Click Windows Start E Wi-Fi

Rol

Airplane mode

e Click Settings. @ o
Data usage

e Click Network and Internet. V7
VPN

e Select WiFi on the left pane. o
Dial-up e "

o Select eduroam and [[] Connect automatically

Ethernet

Proxy

click Connect.

2. In the “Sign in” window,

Sign in

e Type in your CUHK(SZ2)
Account in the format
of Account@cuhk.edu.cn in
the User name field.

e Type in your CUHK(SZ) User name
Password in

Password
the Password field.

e Click OK to logon.

Domain:

3.For first time login, you may see =

message below. Click Connect tO | ¢ NetwoRk& INTERNET Find a setting

continue. -

eduroam
(7

Airplane mode Continue connecting?

If you expect to find eduroam in this location, go ahead
Data usage and connect. Otherwise, it may be a different network with
the same name.

VPN
Show certificate details
Dial-up
Ethernet Cance‘
Proxy Universities WiFi

sl o
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4.You are currently connected to
eduroam.

23333 NETWORK & INTERNET
Wi-Fi

Airplane mode

Data usage

VPN

Dial-up

Ethernet

Proxy

Wi-Fi
@ on

Find a setting

eduroam
Connected

HANEB
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Procedure for Windows 8

1.Move the mouse cursor to the top right corner of the
screen to reveal the Charms Menu.

Click Settings

2. Click Available

3. Select eduroam

Settings

(© Networks
Airplane mode

off [ |

Connections

eduroam
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4. Click Connect

(© Networks

Airplane mode

off | |

Connections

Wi-Fi

eduroam

. Connect automatically

5. Type in your CUHK(SZ) Account in the format
of Account@cuhk.edu.cn in the User name field.

Type in your CUHK(SZ) Password in
the Password field.

Click OK to logon.

(© Networks

eduroam

Enter your user name and password

o )
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Procedure for Windows 7

1. Click the Wi-Fi icon on the
system tray.

Click Open Network and
Sharing Center on the list.

Mot connected +3

d:[[g Connections are available

FEREEE ~
CUHK(SZ)-GUEST M

CUHK(SZ) o

eduroam ﬂ!!]
HH L
Other Metwork i ||

Open Metwork and Sharing Center

2. In the Network and Sharing
Center click Manage wireless
networks

jw! & » Control Panel » All Control Panel ltems » Network and Sharing Center
— - = R —

Control Panel Home = " ¢ . 3
View your basic network information and set up connections

Manage wireless networks A x @

Change adapter settings.

See full map

S LENOVO-PC Interet
Change advanced sharing (This computer)
settings
View your active networks Connect to a network
You are currently not connected 1o any networks.
Change your networking settings
QG Set up a new connection or network
<
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
¥ Connect to a network
<
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
.% Choose homegroup and sharing option:
Access files and printers located on other network computers, or change sharing settings.
"‘ Troubleshoot problems
50 Diagnose and repair network problems, or get troubleshoating information,
HomeGroup
Internet Options

Windows Firewall

3. In the Manage Wireless
Network window, click Add.

Click Manually create a
network profile.

Control Panel » Network and Intemet » Manage Wireless Networks

’E‘ Ov L

Manage wireless networks that uf — ¥ e
&) o Manually connect 10 a wireless network

Windows tries to connect to these networkd

How do you want to add a network?

Add  Adapter properties  Profile types
Ne"" view, modify, and reorder (11 IV Manually create a network profile
-. BOWiFi-284F & This creates a new network profile or locates an existing network and saves

5 a profile for the network on your computer, You need to know the network

name (SSID) and security key (if applicable)
360WiFi-C850

HP-PC_Network

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

ONLY Lydia

§l
sh
s. Bos28Agt
§|

«

Cancel

11 items

.’rml
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4. In the Network Profile

WlndOW, please enter the @ .1 Manually connect to a wireless network

follow:

Enter information for the wireless network you want to add
Network name: Eduroam [ network nome eduroam |

. | Security type: ’WPAZ-Enterprise VI |

Security type: WPA2-
Enterprise* Fnenptentype s d

Security Key: Hide characters
EnCI"yptlon type AES* Start this connection automatically

[] Connect even if the network is not broadcasting

Thel’] Clle NeXt Warning: If you select this option, your computer's privacy might be at risk.

5. Click Change connection L e e s
a7 T
. @U' Iy » Control Panel » Network and Internet »_Manage Wireless Networks v 42 | Search Manage Wiretess Netw.. P |
settings. = »
Manage wirel & ' Manually connect to a wireless network
Windows tries to { |
Successfully added CUHKSZ-dot1x
Add  Adapter prog ‘ l o
Networks you can view| | S
=, CUHKSZ-dotl| 2 Change connection settings
sl Open the connection properties so that T can change the settings.
~ ., 360WiFi-284H E
|
- 360WiFi-C85( |
&
= HP-PC_Netwd(
&
- Bos28Agt
&
‘ |
= ONLY Lydia || R it et
" . ’ Close [ >
‘ : R
ko 12 iten®
ot
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6. Click the Security tab.

Security type:WPA2-
Enterprise

Choose a network
authentication method:
Protected EAP (PEAP)

Click Settings...

CUHKSZ-dot1x Wireless Network Properties -

l Connection | Security

|| Security type: | ‘WPAZ-Enterprise '1 |

Encryption type: ‘AES v ‘

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) hd } Settings ‘

¥ Remember my cregentials for this connection eac
time I'm logged on

Advanced settings

7. In the Protected EAP
Properties window,

Un-Check Validate server
certificate.

Select Authentication
Method: Secured password
(EAP-MSCHAP V2)

Click Configure... to open the
EAP MSCHAP v2 Properties
window.

When connecting:

[T]validate server certificate

Connect to these servers:

] 2o rust External CA Root -
[ Baltimore CyberTrust Root =
|| class 3 Public Primary Certification Authority
["] pigiCert Assured ID Root CA

[] pigicert Global Root CA

|| DigiCert High Assurance EV Root CA

[”] Entrust.net Certification Authority (2048)

authorize new servers or trusted

Select Authentication Method:

Secured password (EAP-MSCHAP v2) v | | |configure... |

/| Enable Fast Reconnect
|| Enforce Network Access Protection
7 Disconnect If server does not present cryptobinding TLV

“| Enable Identity Privacy

Additional information is needed to connect CUHKSZ

Zlick to provide additional information.
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8. In the EAP MSCHAPv2
Properties window,

Un-check Automatically use
my Windows logon hame and
password (and domain if any).

Click OK to go back to
windows of step 6.

‘When

R s i S AN |
@v jw(i8 » Control Panel » Netwol —— S ————ETVE Y

“'“’_‘T—x'* less Netw... P |

Choose a network authentication method:
||| [Micosoft: Protected EAP (PEAP) v|| settings

[¥] Remember my credentials for this connection each
time I'm logged on

B
5 5 Automatically use my Windows logon name and
CUHKSZ-dot1x Wireless Network §{ | 1 Pl I |
ﬁimﬁr 7i Security
Securtytype:  [WPAZEnterprise S L2
N . = SN P A
Eneypontee: (BB z) [ 2a7rust External A Root |

[] Balumore CyberTrust Root

|| Class 3 Public Primary Certification Authority
|| DigiCert Assured ID Root CA

[ bigicert Global Root CA nnect 1=
|| Digicert High Assurance EV Root CA

|| Entrust.net Certification Authority (2048)

i

Gl
[ »

il »

Select Authentication Method:

Secured passviord (EAP-MSCHAP v2)

=] [ configure..

—

ok | conca |

|| Enable Fast Reconnect

|| Enforce Network Access Protection

|| Disconnect If server does not present cryptobinding TLV
1| | |Enable Wentty Privacy

9. Click Advanced settings...

Check the box Specify
authentication mode and
choose User authentication.

Click OK to close all the pop up
windows.

g - - 5
Advanced settings g
CUHKSZ-dot1x Wireless Network Properties . 2% | mm} ‘
Ml Seaurity ‘ | | [¥] Specify authentication mode: |
i“ﬁll authentication '] Save credentials

Security type: [weaz i - [ User or computer authentication .
Encryption type: |AE§ vJ | =

) || enable single sign on for this network

[ 3) Perform Immediately sser logon
Choose a network authentication method: Parform immediately ser logon

10

[Microsoft: Protected EAP (FEAF) v|[ settings

V] my c for this each
time I'm logged on

Advanced settings

|
!
!
|
!
|
|

3l dialogs to be displayed during single ‘

ate virtual LANs for machine
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10. Click the Wi-Fi icon on the
system tray.

You should see the available
wireless networks in the list.

Choose Eduroam and then
click Connect.

Wb

"'._5(_. 2

[

11. In the Network
Authentication window, enter
your ID and password.

J=
g\ @ hitp//www 2345 comy253

£ - & & Yourre not connected.. L3S0

Mot connected *2
I:E[[I.] Connections are available

FEEMEEEE ~
CUHK(SZ)-GUEST M
CUHK(SZ) o
eduroam 1'5““
HH 1'11“
Other Netwaork A

Open Metwork and Sharing Center

16:46

You're not connected to a

Windows Security e | ¥ Connect to a Network X |
o Check Network Authentication Additional logon information is required.
Please enter user credentials

* Verify

* Make * Enter/select additional logon information

* Seeif

* Restar

| cancel

ol — —_—

FHEPXLKKECK

D)
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RS L e
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FHESFSBREFRMOT, | 15
TR, = TEc. &S
RHTAA , LUSRIH-A

BRI | Eem | iRme

- HEAR
- BligE
- BT
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Procedure for Mac

1. In the apple menu, select System
Preferences.

2. In the System Preferences, under the
Internet & Network section, click Network.

® > £#8 System Preferences Q
e ; = 7 : @
E @ M o
L f
General Desktop & Dock Misslon Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
e \
Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
* @ o @ 0 B
iCloud Internet Extensions Network Bluetooth Sharing
Accounts

Users & Parental App Store Dictation  Date & Time  Startup Time Accessibility
Groups Controls & Speech Disk Machine

Flash Player  NTFS for
Mac OS X

3. On the next screen, select Turn WiFi On,
unlock the interface if locked, and click on

Advanced.

[ ] < HiH Network Q

Location: = Automatic E

USB Ethernet e -
® ot Connected N Status: Off Turn Wi-Fi On

° Thund...Ethernet
Not Connected N
Thund...FireWire Network Name: | Wi-Fi: Off ™
Not Connected

° =

Known networks will be joined automatically. If
no known networks are available, you will have
@ Bluetooth PAN 9 to manually select a network.

Not Connected

Thund...It Bridge -
Not Connected NS

Show Wi-Fi status in menu bar ?

[E] Click the lock to make changes. Assist me...
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4. Click on the + button to add a new network.

Network

| TCP/IP DNS WINS 802.1X Proxies Hardware

Preferred Networks:

Network Name Security

Drag networks into the order you prefer.

Remember networks this computer has joined
Require administrator authorization to:
Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 28:cf.e9:21:1c:59

? Cancel OK

5. Select Show Networks.

Network

= WioFi ===, AddaWi-Fi network profile.
— Enter the name and security type of the profile you want to
A4 add.

Pn Network Name: |
N Security: None E

? Show Networks Cancel

= Drag networks into the order you prefer.
Remember networks this computer has joined
Require administrator authorization to:
Create computer-to-computer networks

Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 28:cf.€9:21:1c:59

? Cancel OK
6. Select eduroam from the available wireless .
networks and click Join. - :
= Wi-Fi P Add a Wi-Fi network profile.
‘A' Choose the Wi-Fi network you want to add from the list
A 4 below.
Pn f
| B =
a =
&=
1 —
? Cancel
Require administrator authorization to:
Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off
Wi-Fi Address: 28:cf:e9:21:1c:59
? Cancel OK
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7. Type in your CUHK(SZ) Account in the format

Network

of Account@cuhk.edu.cn in the User

name field. ’/3 Wi-Fi ==, Adda Wi-Fi network profile.
¢ a. Enter the name and security type of the profile you want to
L 4 add.
Type in your CUHK(SZ) Password in Pr Network Name: eduroam
the Password field. il Socurty: | WPA2 Entorprise kd
Mode: Automatic
. . . Username: CUHK(SZ) Account
Select Automatic for 802.1X Configuration. - )
assword: ooonunool
Show password
.‘
¢ Show Networks Cancel -
. v
Click OK. E |
Regume wr
Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off
Wi-Fi Address: 28:cf.e9:21:1c:59
? Cancel OK
8. Click OK.
Network
= WicFi
QUGN TCP/IP  DNS  WINS  802.1X  Proxies Hardware
Preferred Networks:
Network Name Security

eduroam WPAZ Enterprise

+ Drag networks into the order you prefer.
Remember networks this computer has joined
Require administrator authorization to:

Create computer-to-computer networks

Change networks
Turn Wi-Fi on or off

Wi-Fi Address: 28:cf:e9:21:1c¢:59

9. You may then get a box stating "The server
certificate is not trusted because there are
explicit trust settings". Click Continue.

Verify Certificate

— 802.1X Authentication
@ The server certificate is not trusted because there are no explicit trust

settings.
( Cancel \ |( Continue)

@ Show Certificate
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10. Your computer should now connect to the
eduroam wireless network.

Network

Location: Automatic

)
L} —_
-

® ot Coeneced

Status:

° WUWE}"’“ net L. Network Name:
& e
(il

802.1X:

® ot Comtes

v

Connected Turn Wi-Fi Off

Wi-Fi is connected to eduroam and has the
IP address 175.159.189.176.

eduroam ﬁ

Ask to join new networks

Knawn will be jained i If
N0 known networks ane available, you wil have
to manually select a network,

Default Disconnect

Authenticated via PEAP (MSCHAPV2)
Connect Time: 00:00:33

= 2 Show Wi-Fi status in menu bar Advanced... 7
El] Click the lock to prevent further changes. Assist me... Revert Apply
11. Click WiFi icon at the top and select
eduroam. L.
Turn Wi-Fi Off
A warning message about certificate is a not-  eduroam Q —
trusted certificate may be displayed. Py
=
Click Continue button to bypass the warning =
P,
message. Q =
Q —_—
You should now be connected to the eduroam —
wireless network. N
—_—>

Join Other Network...
Create Network...
Open Network Preferences...
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Procedure for iPhone, iPod Touch and iPad

Then click to ON Wi-Fi function.
2. Then choose Universities WiFi

SSID: Eduroam

1. From the screen, select Settings > Wi- Fi .

escoo hERE 4G 16:59 @ r W
&£ Settings WLAN
WLAN )

CHOOSE A NETWORK..

CUHK(SZ) = (D
CUHK(SZ)-GUEST a = (i)
eduroam a = (i)
HH a= D
Other...

Ask to Join Networks

Known networks will be joined automatically. If no known
networks are available, you will have to manually select a
network,

3. Enter your Username and Password.
Click Join.

escoo HEEE 4G 16:59 @ - W

Enter the password for “eduroam”

Cancel Enter Password

Username |

Password

q w e r t Y oou | o p
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4. Click Trust.

Note: If you click the Trust, you can’t access the
network, connect the SSID Eduroam again, and then
enter your username and password.

esscoo AEEE 4G 17:09

Cancel Certificate

eduroam_PKU
ssued by edurcam_PKU

Mot Trusted
Expires 6/13/15, 09:06:46

More Details

5. Finish

eecoo hEEE 17:09 @ - W
&£ Settings WLAN
WLAN (' @)
+~ eduroam = (i)
CHOOSE A NETWORK...
CUHK(SZ) = (i)
CUHK(SZ)-GUEST = (i)
HH = (i)
Other...

Ask to Join Networks

Known networks will be joined automatically. If no known
networks are available, you will have to manually select a

network.
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Procedure for Android

1. From the screen, select Settings > Wi-
Fi.
Then click to ON Wi-Fi function.

2. Then choose Universities WiFi

17:04 1.EKSS AP ol 4G Cmm 52%,
T WLAN
WLAM @
CUHKI(SZ) =

CUHKI(SZ)-GUEST

B =
SSID:Eduroam eduroam @ =
HH g =
Add network
Advanced settings
D) =
3.Choose “PEAP” in the field of EAP
methOd Eduroam
Choose “MSCHAPV2” in the field of PEAP
Phase-2 authentication MSCHAPYS
There is no need to configure the CA
(unspecified)
certificate and User certificate HeHy
I
Anonymous identity
Password
4. Enter your ID and Password.
Click Connect. caned
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5.Finish 17:07 17.2Kis 2 il G 81%
< WLAN
WLAN [ ]
eculoa e =
Il LE M =
CUHK(S2) =
CUHK(SZ)-GUEST g =
Secured with WPAZ2
HHO @
Add network
Q =
Scan WLAN Direct
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